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Abstract

Memory page deduplication in modern systems is known to in-
troduce side-channel leakages. An attacker can maliciously craft
pages and probe, via CPU cache side channels, whether the mali-
cious pages got deduplicated with others in the system, implicitly
leaking the contents of memory the attacker does not have access
to. However, these attacks require crafting an exact replica of the
victim’s page in order to initiate deduplication. Effort-wise, they
thus have a complexity of O(2"), which makes them infeasible for
leaking data in high-entropy scenarios, such as when brute-forcing
cryptographic keys.

In this paper, we present LeakyTree, a novel side-channel atack
onthe Linux Kernel Samepage Merging (KSM) memory-deduplication
mechanism that exploits cache-obscrvable traversals of KSM's sta-
ble tree. LeakyTree reduces the overall leakage complexity from
0(2") to O(n), enabling efficient bit-by-bit information leakage
from a victim page regardless of its entropy. The attack proceeds
in three stages: first, it massages internal KSM data structures (i.e.,
red-black trecs) by forcing the deduplication of attacker-controlled
pages; second, it exploits tree-ordering properties, combined with a
CPU cache side channel, to infer layout information crucial to the
attack; third, it uses KSM’s page comparison process during tree
traversal to leak bit by bit from victim memory pages. We demon-
strate LeakyTree's efficacy by leaking secret data cross-process and
cross-VM from KSM-deduplicated pages on Linux kernel versions
5.15 to 6.18. In particular, we show that LeakyTree can leak high-
entropy pages, such as ECC and RSA private keys as well as APl
tokens, at rates of up to 30 bits per sccond. For realistic key sizes,
the extraction time is within minutes, which has been infeasible in
this scenario with prior deduplication attacks.
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1 Introduction

Modern operating systems increasingly employ resource overcom-
‘mitment mechanisms to improve utilization and efficiency. Tech-
niques such as swapping, filesystem compression, and Copy-on-
Write (CoW) provide applications with the abstraction of larger
available physical resources. Among these, transparent memory
deduplication techniques scan system memory for identical pages
across processes and merge them into a single shared physical
frame. This page-sharing typically marks the merged pages as
read-only, triggering CoW on memory writes. The Linux kernel
implements this functionality through the Kernel Samepage Merg-
ing (KSM) [2. 23, 55] mechanism since Linux v2.6 [40] through the
madvise and pret] system call. Modern open-source virtualization
platforms, such as Proxmox VE, make use of KSM transparently by
default.

From the user’s perspective, KSM is transparent; that is, appli-
cations behave as if they still own private pages, while the sys-
tem reclaims redundant memory in the background. However, the
kernel is a shared resource, and prior research has demonstrated
attacks on transparent memory deduplication. The traditional side
channel on KSM [35, 61] works as follows: the adversary creates a
payload to guess memory content and marks it eligible for memory
deduplication. The side channel is based on observing whether a
subsequent write causes CoW, as indicated by the slower timing be-
havior of merged pages. Thereby, an adversary can learn sensitive
data from the victim’s process memory.

‘This concept has been extended to cross-VM covert channels [29]
and cross-VM fingerprinting attacks [26, 44], because these systems
still share the same host kernel. Two works are particularly rele-
vant here. Bosman et al. [5] and, subsequently, Schwarzl et al. [56]
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from Linux KSM bit-by-bit in cross-container
and cross-vm scenarios

Linux Kernel, Deduplication Attacks, Side Channels
Kernel Samepage Merging, Red-Black Tree

KSM orders deduplicated pages on a red-black tree
Tree traversals leave cache traces on attacker pages

Attackers can then apply binary search on a target page
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Kernel Samepage Merging (KSM)

I Kernel Mechanism to transparently deduplicate pages with the same content

Deduplicated pages are marked read-only and duplicated via copy-on-write

EY EY IE] EY EY EY
S S By v S S
4 4 — 4 — 4 2
rw rw [ksmd] ro do_wp_page rw rw
Properties Users
= Transparent deduplication )X(F’ROXMOX c\j

m  Userspace opt-in memory

= QEMU opts-in memory by default 00 Metd IQ) >
smtuned.service
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I Previous KSM attacks are based on the copy-on-write side channel
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Alice Deduplicated Pages Eve

Page needs to get deduplicated, requires guessing the entire page first: O(2")
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I Previous KSM attacks are based on the copy-on-write side channel
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I Previous KSM attacks are based on the copy-on-write side channel
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I A kernel thread scans mergeable memory and with two red-black trees

PID1 VMAl PID1 VMA2 PID2 VMAl
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I A kernel thread scans mergeable memory and with two red-black trees
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LeakyTree

I Novel attack against KSM internals that leaks deduplicated pages in O(n)

LeakyTree
Stage 1: Massaging (Section 4.1) Stage 2: Oracles (Section 4.2) Stage 3: Leakage (Section 4.3)
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We designed unprivileged primitives for the KSM stable tree:

L (P1) Insertion of node, (P2) Query node on tree, (P3) Measure cache
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B T prefix

BEGIN RSA PRI

00000001
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A B min and mazx counter

max

BEGIN RSA PRI

IN

BEGIN RSA PRI

FFFFFFFE

Possible T' Values
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I Insert attacker nodes on the left and right subtree of T

----- BEGIN RSA PRI -----BEGIN RSA PRI -----BEGIN RSA PRI
VATE KEY---- -
= | +59nTm ----- END RS -
oooooooooooooooo@ A PRIVATE KEY--@ FFFFFFFFFFFFFFFF@
= =7

Tmin Tmax
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Red-Black Tree Rebalancements
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I Pick the closest attacker nodes to T within its subtrees
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I Use the oracles to perform a binary search over T, and T,
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Scenario LeakyTree Results
Scenario Ksn Kun I Target / Leaked Throughp.
(bps)

Process-to-Process (Section 6.1.3)
S1 - firefox 7782 8183 4 sourceURL=https://en.wikipedia 2.737
S2 - codex 8857 9701 8 You communicate reasoning expl 7.011
S3 - zsh/docker 186 1041 2 export STRIPE_SECRET_KEY="sk_1 10.671
Guest-to-Guest (Section 6.2.3)
54 - Ubuntu 398854 911811 0 root:x:0:0:root:/root:/bin/bas 4.282
S4 - Ubuntu 364494 1070436 4 ----- BEGIN CERTIFICATE----- \nM 0.858
S4 - Ubuntu 343325 1084096 6 ----- BEGIN EC PRIVATE KEY----- 1.452
S5 - Windows 689360 1340033 3 C:\Windows\Microsoft.NET\Frame 1.423
S5 - Windows 802844 1077969 0 MicrosoftTelemetryAssertTrigge 1.864
Guest-to-Host (Section 6.2.3)
S6 - Synthetic 153651 1552667 0 ----- BEGIN RSA PRIVATE KEY---- 1.147
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I LeakyTree leaks deduplicated pages bit-by-bit via KSM internals

LeakyTree: Cross-VM Bit-by-Bit Deduplicated Page
Leakage via Linux Kernel Samepage Merging Internals

Martinez et al. — Graz University of Technology

@f First attack against KSM internals

n J 4 Leakage complexity dropped from O(2") to O(n)

L O Proxmox VE considering disabling KSM by default
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